
THIS TRAINING SESSION IS 
RECOMMENDED FOR:

All workforce members that 
have access to protected health 
information, and who will be 
doing work for your organization 
(see definitions within training 
material).

e-Compliance Training

Training Objectives

The objectives of this training 
module are to provide awareness 
and understanding of:

 • HIPAA Privacy Definitions;

 • Workforce member respon-
sibilities;

 • Accessing, using and disclos-
ing PHI;

 • Commonly used safeguards;
 • Patient rights; and 

 • Sanctions (disciplinary ac-
tion) for noncompliance.
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HIPAA’s Privacy Rule protects individually identifiable 

protected heath information (PHI) regardless of its 

form, whether verbal, written, and electronic.  As a 

workforce member, it is your responsibility to safe-

guard the confidentiality of PHI and prevent unautho-

rized uses or disclosures.

Privacy Definitions

It is important to be familiar with the meaning of 

commonly used terminology within the Privacy Rule.

Individual - The term individual (for Privacy Rule 

purposes) means a patient or other person who is the 

subject of the information being collected/maintained/

used/disclosed.  Sometimes, your practice might 

receive information on an individual who has not yet 

become a patient.  The rights of the Privacy Rule ap-

ply to an individual whose information you may have 

collected, received, or maintain, whether or not they 

are considered a patient of your practice.

Protected Health Information (PHI) – Individually 

identifiable health information is information, includ-

ing demographic data, that relates to:

• the individual’s past, present or future physical or 

mental health or condition,

• the provision of health or dental care to the indi-

vidual, or

• the past, present, or future payment for the provi-

sion of health or dental care to the individual,

and that identifies the individual or for which there is 

a reasonable basis to believe it can be used to identify 

the individual. Individually identifiable health informa-

tion includes many common identifiers (e.g., name, 

address, birth date, Social Security Number) when 

they are linked to care being provided or payment for 

care.  Even dates of service, when they are present 

with demographic information, constitute PHI.

Use – Health information maintained by the practice 

is “used” when you and other workforce members of 

your own organization share patient health informa-

tion between each other, but the information stays 

within your organization.  Examples of use include 

sharing appointment schedules, test results, billing in-

formation or questions, etc. with someone inside your 

own practice/organization.
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Disclosure – “Disclosure” of PHI occurs when it is shared 

with persons and entities outside of your organization.  

There are many instances in which disclosure does not 

require patient authorization.  Examples of permitted 

disclosures not requiring patient authorization include 

disclosures for treatment, payment, and healthcare oper-

ations to other providers, pharmacies, medical and dental 

laboratories, home health agencies, hospitals, health 

insurance plans, healthcare clearinghouses, health plans, 

collection agencies, etc.  

Other Permitted Disclosures - There are also permit-

ted disclosures that do not require a patient’s authoriza-

tion in some cases if specific conditions are met, such as 

limited disclosures to law enforcement (some disclosures 

require a subpoena or warrant), public health, military 

services, for communicable diseases, in cases of abuse 

or neglect, for legal proceedings, to the Food and Drug 

Administration, to coroners, funeral directors, and organ 

donation organizations, for military activity and national 

security, for worker’s compensation, when the patient is 

an inmate, and in certain cases of criminal activity.  Your 

Privacy Officer or other designated person will usually 

handle such disclosures to ensure that privacy require-

ments are met.

Treatment, Payment and Healthcare Operations – 

This phrase defines how a patient’s PHI may be used or 

disclosed by your practice for the purpose or process of 

providing treatment, obtaining payment for treatment, 

or other necessary uses and disclosures for the operation 

of your practice.  Some examples of activities covered by 

healthcare operations include reviewing the competence 

or qualifications of health care professionals, evaluating 

provider and health plan performance, training health 

care and non-health care professionals, accreditation, 

certification, licensing, or credentialing activities.

Workforce Member - This term applies to anyone - pro-

viders, employees, volunteers, interns, students, trainees, 

etc. - who will will be granted access to PHI, and who will 

be doing work under the control of your organization.

Workforce Member Duties

Your obligation to maintain the confidentiality of protected 

health information that you have accessed/used continues 

even beyond your term of employment/association.  You 

could be held personally liable for damage to a patient if 

you deliberately misuse information, or provide another 

person/entity with the means to do so, such as in the 

case of stealing and selling PHI, purposefully making an 

improper disclosure, etc.

All workforce members must receive HIPAA training upon 

hire and annually thereafter, and must follow established 

privacy policies and procedures as outlined below:

Minimum Necessary Standard- You will only access 

PHI necessary for the performance of your assigned 

duties.  This means that you will not access any patient 

record/information unless you have a work reason to 

do so. (this includes friends, family members, athletes 

or celebrities’ records).  Remember that scheduling and 

demographic information is considered PHI, along with 

the clinical information in the patient’s record.  Even if 

you yourself are a patient of the practice, you should re-

quest access in the same way as a normal patient would, 

Interactive Training 
Reminder 

Compliance Training is an 
interactive training program 
in which you can address 
questions with other staff 
members or supervisors to 
obtain clarification for 
situations in your work 
setting. 

Write down any questions 
that you have about the 
training topic and address 
them with your Training 
Coordinator or supervisor.  

B



e-Compliance Training  {HIPAA Privacy Rule} April 2021

B
and not enter your own record without a valid need.  In 

general, you will only disclose the minimum amount of 

information needed, and not the entire record.  There are 

some exceptions to the minimum necessary standard:

• disclosures made for treatment purposes;

• disclosures to the individual who is the subject of the 

information;

• disclosures required by law;

• disclosures made pursuant to an authorization;

Acting as authorized- You will not divulge, copy, re-

lease, sell, loan, review, alter or destroy any confidential 

information, except as properly authorized by and directly 

related to your responsibilities.  

Safeguards - You will not misuse or act carelessly with 

PHI.  You will safeguard and not divulge information that 

could provide unauthorized persons with access to PHI.  

Commonly used reasonable safeguards include:

Conversations – Staff members should speak in a low-

er than normal volume to limit others from overhearing 

conversation involving PHI and/or move conversations 

involving PHI to more private areas.

Phone Calls/Messages – Messages left on voice mail, 

answering machines, or with individuals other than the 

patient should be limited to brief identifying informa-

tion about the name of the staff member, practice and 

a phone number for the patient to call back, unless the 

patient has authorized the practice, in writing, to leave 

detailed information.  Check with your Compliance Officer 

to identify your practice’s specific procedure for leaving 

phone messages. 

 Appointment reminders -  may be sent by phone mes-

sage, text or email, as long as they are mentioned in the 

Notice of Privacy Practices but should be limited to the 

day and time of the appointment with a phone number 

to call if the patient should need additional information.  

Detailed information, such as pre-appointment prep, the 

nature of the appointment, etc. would only be provided 

by phone message, text or email if specific written autho-

rization is on file from the patient.

Fax/Email – PHI may be faxed or emailed if reasonable 

safeguards are followed:

• Always verify the fax number of the intended recipient.

• When faxing information upon patient request, verify 

the fax number and document the request in the pa-

tient’s chart. There may be a specific protocol for fax-

ing to patients, including identity verification.  Some 

organizations obtain a written request from patients 

for fax requests and may also check with the patient 

regarding the privacy of the fax destination.

• When sending PHI via email, an encrypted email 

service should be utilized for disclosures between 

providers and to other third parties such as business 

associates.

Paperwork – Always take a moment to verify a patient’s 

identity before handing them paperwork, reports, sum-

maries, billing statements, etc.  Be sure that ALL pages 

match the identity of the patient.

Mailings – Although everyone wants to be efficient, for 

privacy reasons, you should slow down and take a mo-

ment to verify that all pages within a mailing match the 

intended recipient, and that the pages match the mailing 

label as well.
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Incidental disclosures - such as a patient overhearing 

another patient’s name, or part of a conversation are 

not violations of the Privacy Rule, as long as reasonable 

safeguards are in place.  You should always adhere to the 

safeguards above, along with any specific procedures that 

your practice has established to protect patient privacy.

Reporting – You are responsible to report any activity/

incident/situation that you suspect may compromise the 

confidentiality of PHI to your supervisor or Privacy Officer.  

If you make a report in good faith, your organization may 

not take any retaliatory action against you and will hold 

your identity in confidence to the extent permitted by law. 

Covered Entity Responsibilities 

A covered entity is an entity that is subject to the require-

ments of the Privacy Rule, such as a medical or dental 

practice, a surgery center, ambulatory care center, hospi-

tal, health plan, laboratory, etc.

Notice of Privacy Practices – Covered entities must 

make a “good faith effort” to obtain a signature or initials 

from a patient acknowledging that they’ve received a 

copy of the Notice of Privacy Practices (NPP). If a patient 

refuses to acknowledge receipt of the Notice, a practice 

can make a notation in the patient’s chart of the per-

ceived reason for refusal and proceed with treating that 

patient. 

Business Associate Agreements - A Business Asso-

ciate is a person or entity that will receive PHI or access 

to PHI from your organization, and then provide a ser-

vice to/for the practice.  Examples of business associates 

include healthcare clearinghouses that handle billing 

information, transcription services, answering services, 

shredding services, cloud-hosting providers, IT vendors, 

collection agencies, mailing services, etc.  A business 

associate agreement requires the business associate to 

comply with HIPAA requirements to protect the confi-

dentiality of PHI they receive/access.  Vendors such as a 

cleaning service or landlord, which do not receive, handle, 

access, send or store PHI in order to perform their service 

to you are not business associates.

Refraining from Intimidating or Retaliatory Acts 

– Entities must implement policies and procedures that 

will prevent any retaliation or intimidating act against a 

patient/individual that exercises his/her rights under the 

Privacy Rule, including filing a complaint against your 

practice.  As a workforce member, you should ensure that 

your conduct never threatens a patient with retaliation 

or intimidation.  You would also report to your Privacy 

Officer if you witness retaliation/intimidation against a 

patient exercising his/her rights.  

Sanctions - The Privacy and Security Rules require a 

practice to establish sanctions/disciplinary action that 

would be imposed whenever there is a failure to fol-

low the privacy and security policies and procedures of 

the practice.  As a workforce member, failure to comply 

with Privacy or Security Rule requirements could result 

in sanctions such as verbal warning, written warning, 

temporary suspension or loss of employment, depending 

upon the nature of the incident. 



e-Compliance Training  {HIPAA Privacy Rule} April 2021

D
Confidentiality Statement – Your practice may require 

you to sign a confidentiality statement that acknowledges 

your understanding of the requirements for maintaining 

PHI in a confidential manner.  

Patient/Individual Rights

Receive Notice of Privacy Practices – Individuals have 

the right to receive a Notice of Privacy Practices from any 

provider from whom they receive healthcare services, any 

health plan in which they participate, and any healthcare 

clearinghouse that transmits or handles their PHI.

Thw Notice must include a list of the patient’s rights (as 

described below). Additionally, the Notice will include 

a description of how your practice will use and disclose 

PHI and will explain that the practice does not need an 

authorization from the patient when using or disclosing 

information for the purposes of treatment, payment, and 

healthcare operations.

Your practice may include special notices that will allow 

your practice to use PHI to contact the patient for ap-

pointment reminders, to contact the patient with exam or 

test results, to provide information regarding alternative 

treatments, and to contact a patient about health-relat-

ed benefits and services offered by your practice.  The 

Notice will also provide a listing of other reasons you may 

disclose PHI without patient authorization.

Your Notice must include a contact to which the patient 

may communicate a privacy complaint (i.e., the practice’s 

Privacy Officer or the Office for Civil Rights (OCR)).  Now 

is a good time for you to review your practice’s Notice 

so that you are familiar with its content and talk to your 

Privacy Officer if you have questions.

Authorizations - Patients have the right to authorize 

any use or disclosure of PHI that is not specified with-

in your practice’s Notice.  For example, you would need 

a patient’s written authorization to use or disclose PHI 

for marketing purposes, for most uses or disclosures of 

psychotherapy notes, to sell PHI, to send information to 

a life insurance company, or disclose PHI to a friend or 

family member of the patient.  Patients may revoke an 

authorization, at any time, in writing. The Privacy Rule 

requires specific information to be included, and authori-

zations may not be combined with other forms.  Autho-

rizations are generally obtained on an as-needed basis 

upon patient request. Check with your Privacy Officer on 

the process for disclosures.  Often, one person or a desig-

nated team will be designated to handle authorizations to 

ensure that information doesn’t get improperly disclosed.

Friends and Family - Certain limited disclosures to 

friends and family may be made without a written autho-

rization.  Examples include limited information given to 

a caregiver who is helping a patient understand a med-

ication or treatment plan, limited disclosures to persons 

involved in paying for a person’s care, etc.  If a friend or 

family member wishes to receive more detailed informa-

tion on a patient, or a copy of the patient’s record, written 

authorization should be obtained as described above.

Alternative/confidential communication – Patients 

have the right to ask you to contact them about medical 
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matters using an alternative method (i.e., email, tele-

phone), and to a destination (i.e., cell phone number, 

alternative address, etc.) they’ve designated.  Patients 

must inform the practice in writing, using a form provid-

ed, on how they wish to be contacted if other than the 

address/phone number that is on file. Your practice will 

follow all reasonable requests.

Right of Access - Patients may inspect and obtain a 

copy of their complete record.  This includes all demo-

graphic, billing and clinical information that your practice 

has created, collected or maintained, with very few ex-

ceptions.  If patient records are maintained electronically, 

they will also have the right to request a copy in electron-

ic format.  The Office for Civil Rights (OCR) has empha-

sized that any fee for records must be strictly based on 

actual cost and must be reasonable.  Both patients and 

the OCR are entitled to see a breakdown of how your 

practice arrived at the total fee. Patients also have the 

right (with few exceptions) to review original records 

under supervision. The OCR has also emphasized that 

practices may not impose unreasonable measures that 

inhibit a patient’s right of access.  For example, you may 

not require a patient to come on site to request a copy 

of his/her record, but must allow a remote request.  You 

can verify the identity of the patient by various methods 

without requiring the patient to come into the practice.  

You may not withhold a patient’s information for a past 

due balance.  If a patient requests that his/her own EPHI 

be emailed via regular, unencrypted email, he/she must 

be informed of the risk of interception, and if the patient 

accepts the risk, the request should be honored and doc-

umented in the patient’s chart. It is recommended to get 

such requests in writing to prevent privacy complaints.  

Check with your supervisor for the protocol on emailing 

patients and documenting records requests.  In addition, 

the same identity verification methods used for faxing 

will be used to ensure that email messages are sent to 

intended recipients. 

Personal Representatives - A patient has the right to 

designate a personal representative who will be given the 

authority to authorize the use or disclosure of PHI on the 

patient’s behalf.  A personal representative has the power 

to exercise all of the rights of the individual regarding the 

patient’s PHI so it is a rarely used designation.  Keep in 

mind that a HIPAA designation of personal representative 

does not confer the right to make treatment decisions.   

Treatment making authority would be given by a power 

of attorney document.  If you have a copy of a power of 

attorney document for a patient, the person named is 

automatically a personal representative for HIPAA pur-

poses, and you wouldn’t also need a form signed to make 

the personal representative designation.  In the case of a 

minor child, parents and legal guardians are automatically 

considered a personal representative, and have the right 

to access the minor’s information, with few exceptions.  

Restrictions – Patients may ask, in writing, that your 

practice not use or disclose any part of their protected 

health information for the purposes of treatment, pay-

ment or healthcare operations.  Your practice has the 

right to agree to or deny regular restriction requests.  If 

your practice agrees to the requested restriction, you will 

abide by it, except in emergency circumstances when the 

information is needed for treatment.  There is one type 
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of restriction request that may not be denied.  Patients 

have the right to request, in writing, that a practice re-

strict communication to health plans regarding a specific 

treatment or service that the patient, or someone on his/

her behalf, has paid for in full, out-of-pocket.  This type 

of restriction request may not be denied, but full payment 

may be required up front.

Amendments - Patients may ask you to add a note or 

amendment to an item in their medical record, if they feel 

information is inaccurate. While the original record cannot 

be changed, an amendment can be added to a record 

noting the individual’s request. The practice has the right 

to agree to or deny such requests. If your practice agrees 

to a requested amendment, you must:

1. Make the required amendment to the PHI or records 

that contain the information to be amended;

2. Inform the patient that the requested amendment 

was accepted (preferably in writing);

3. Ask the patient to identify persons or entities that 

should be notified of the amendment and obtain the 

patient’s permission to contact those persons or enti-

ties; and

4. Make a reasonable effort to inform the following two 

groups about the amendments:

•  persons identified by the patient; and

•  persons, including business associates, to whom 

you have disclosed the information who could be 

predicted to use the information to the detriment 

of the patient. 

A patient has the right to disagree with your denial and 

submit a written disagreement that will become part of 

the medical record. Your practice can choose to write a 

rebuttal to the disagreement and that, again, will become 

part of the patient’s record.

Disclosure accountability - This means that patients 

may request a listing of disclosures that your practice has 

made, of PHI, to entities or persons outside of the prac-

tice for purposes other than for treatment, payment or 

healthcare operations.

Notice of privacy breach - Patients have the right to 

receive written notification if your practice discovers a 

breach of unsecured PHI and determines through a risk 

assessment that notification is required.  HHS must also 

be notified of any confirmed privacy breach.  The key 

term is “unsecured PHI.”  PHI is considered secure if it is 

unusable, unreadable, or indecipherable to unauthorized 

individuals.

Examples of potential breaches of PHI would include 

sending or giving PHI to the wrong recipient, or a lost or 

stolen device (i.e., computer, smart phone, flash drive, 

CD, etc.) that stores unsecured patient information. A 

lost chart or other printed material containing patient 

information would also be considered a potential breach, 

because you cannot encrypt or otherwise protect such 

information.  Your practice’s Privacy Officer or other 

designated individual will assess all potential breaches to 

determine whether they are reportable.  Your duty is to 

report any potential breach to your supervisor or Privacy 

Officer as soon as you discover it, so that it can be prop-

erly documented, investigated, assessed and reported, if 

appropriate.
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Return your test to your supervisor or Compliance Coordinator upon completion.  Individual tests will be maintained to document participation and 
understanding of the information. Review the training information to find the correct answers to any questions that may have been missed.

NAME: DATE:

SIGNATURE: STAFF POSITION:

e-Compliance Training Test
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1  Although you may charge patients for copies of their records, 
the Office for Civil Rights (OCR) has emphasized that any fee 
for records must be strictly based on actual cost and must be 
reasonable.

Select One T F

2  PHI includes demographic information when it relates to the 
individual’s physical or mental health or condition, payment 
for care, or provision of care.  

Select One T F

 3  Patients have the right to request an amendment (correc-
tion) to their PHI/record, and you may not deny such re-
quests.  

Select One T F

4  Because most people do not read the Notice of Privacy Prac-
tices, you can just show patients a laminated copy instead of 
giving new patients a copy.

Select One T F

5  You are subject to sanction/disciplinary action if you fail to 
follow the privacy policies and procedures established by 
your organization.

Select One T F

6  Certain limited disclosures to friends or family may be made 
without a written authorization, such as medication instruc-
tions to a caregiver.  

Select One T F

7  You do not need a patient’s authorization to use their PHI for 
marketing purposes.

Select One T F

8  A personal representative has the power to exercise all of 
the rights of the individual regarding the patient’s PHI.

Select One T F

9  Examples of potential breaches of PHI would include sending 
or giving PHI to the wrong recipient, or a lost or stolen de-
vice (i.e., computer, smart phone, flash drive, CD, etc.) that 
stores unsecured patient information.

Select One T F

10  Vendors that you work with who don’t access or use any PHI 
(such as a cleaning service or landlord) are Business Associ-
ates and need to sign a Business Associate Agreement.

Select One T F 
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