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Portable Devices

HIPAA’s Security Rule requires that your practice address the security of ALL electronic protected health information (EPHI) stored in any form, in any pro-

gram, on any device.  Your practice’s Security Officer will have evaluated the use of portable devices in your practice and implemented appropriate safeguards 

to protect the privacy and security of any stored EPHI.

It is important for you to be aware of several things with regard to portable devices:

1. Check with your Security Officer to find out whether you are permitted to store any EPHI on portable devices.  Some organizations prohibit EPHI being 

stored on portable devices altogether.  If EPHI is stored on portable devices, the device should be encrypted to prevent a breach in the event the device 

is lost or stolen.  Your Security Officer will work with your IT support to encrypt devices if needed.  Be sure your Security Officer is aware of all portable 

devices that store EPHI, and do not begin storing EPHI on a new device until you’ve checked with your Security Officer.  If the device is used strictly as a 

terminal to log in to a server or cloud hosted program over the internet, encryption may not be required, but you should be certain in such cases never to 

save any documents containing EPHI to the device, and to always log off of any programs/connections before leaving the device unattended.

 

2. Your organization may prohibit the use of personal devices (such as your personal cell phone) to view, access or store EPHI.  The reason for this is that 

personal devices are not under the control of your employer, and they may not be able to ensure they are secure, patched, encrypted, free of malware, 

etc. Check with your Security Officer regarding internal procedures regarding the use of personal devices.  

3. There may be physical security in place for portable devices, which can include locking devices in a designated IT closet or other room every evening, for 

example.  Again, your Security Officer will communicate physical security measures for portable devices.

4. Prior to disposal, lease return, recycling or sale, any EPHI on any portable device, including a personal portable device, should be securely removed.  This 

can be accomplished by physically destroying the drive, or by use of a special software program that securely removes data.  Putting documents in the 

trash and emptying the trash is NOT secure removal.  Check with your Security Officer for the correct protocol.
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