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Acceptable Use of Information Systems

Your job duties most likely involve access to your practice’s information systems (including computer hardware, software, email, voice mail, internet, tele-

phone, cell phone, laptops, or other electronic equipment or services paid for by the practice).  You must ensure that the systems are utilized in an acceptable 

manner, and that you follow basic rules of conduct.  It is your responsibility to follow acceptable standards to ensure that you do not make any unauthorized 

use or disclosure of business or patient information.

Acceptable use of a practice’s information system is often outlined in an employee handbook or in human resource (HR) policies.  Some organizations may 

require users to sign an acknowledgement (often called an “acceptable use policy”) upon hire.  

Scope – Acceptable Use applies to the use and disclosure of proprietary and patient information, computer or other devices (includes mobile and other com-

puting or storage devices), and network resources.

Following are some basic responsibilities for acceptable use of the practice’s information system:

• You will protect proprietary information of the practice, such as business practices and financial information, because it is the property of the practice.

• You will only use or disclose business or patient information as necessary to perform your assigned duties.

• You have a responsibility to promptly report the theft, loss or unauthorized use or disclosure of proprietary or patient information.

• You are responsible for exercising good judgment in the use of the information system (this includes internet access and the sites you visit, using caution 

when opening email attachments, not bringing in any outside media from home, etc.).

• You are responsible for ensuring that you do not violate any local, state, federal, or international law while utilizing the practice’s information system.

• Your use may be monitored as a measure of security, and any data you access, create or transmit is subject to audit, inspection, and review by the prac-

tice.  This means that you will not expect privacy on the company provided internet, email, etc.

Sanctions – You will be subject to sanctions if you cause harm to the information system, make unauthorized use or disclosure of proprietary or patient 

information, or violate regulatory requirements.  Sanctions can include disciplinary actions such as verbal warning, written warning, temporary suspension or 

termination of employment.
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