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Password Management

HIPAA’s Security Rule requires that you safeguard your password(s) for accessing the practice’s information systems by keeping 

them confidential.  You must also follow your practice’s policies for password selection and management.   

It is a security violation to share your password with anyone, regardless of whether they are an authorized user of your system.  

In addition, you may not allow someone to log into the system under your user name and password.  This is because the system 

authenticates you by your login, and any work another person performs in the system while under your login will be attributed to 

you.  There is no way for the system to identify that you did not perform work done by another person under your login/password.  

Therefore, you will be held accountable for any work performed by another individual if he/she has used your login/password, 

including errors, negligence and malicious acts.  

If your practice has workstations that are used by multiple persons during a work shift, each person should log off when walking 

away from the station, to prevent the next user from doing work under another’s login.  Automatic logoff may also be in place after 

a period of inactivity, in case a user forgets to log off manually.

Sanctions will be applied if you commit a security violation related to password management, including sharing of passwords, 

or allowing others to log in under your user name and password, posting a password publicly, not changing your password at 

required intervals, etc.   Your practice should have informed you of how and when sanctions will be applied.  Contact your Security 

Officer if you are unfamiliar with sanction policies.

The following are several common-sense guidelines for password selection and management:

• Do not use personal information that might be easy to guess.  Avoid using all letters or all numbers, phone numbers, social 

security numbers, birthdates, words that can be found in dictionaries, and do not use a password that is the same as your User 

ID, account name, or login.

• Consider using letters from a favorite phrase or song lyrics, combined with punctuation symbols, and numbers.  You could 

also combine pronounceable nonsense words or phrases with punctuation, symbols, numbers.

• Never post a password on your workstation or in your work area, and do not keep it in an easily discoverable place.  If you 

must write down your password, store it in a secure location.  If you can memorize your password after having written it 

down, shred the paper that contains it.

• Do not store/save passwords in a program, even if the program or browser allows you to do so.

• The password for logging in to one software program should always be different than passwords for other programs.

• Change passwords according to the schedule set by your software or your practice’s policies.  Your practice’s information sys-

tem may automatically require this.  The more sensitive the information, the more frequent the changes should be.

• Never use the word “password” as your password.

Contact your practice’s Security Officer if you have any questions regarding password management.  As with other areas of compli-

ance, the practice is required to establish guidelines, and it is your responsibility to follow established protocol.

Compliance Notes


