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Malware Response

Although your practice’s IT manager or Security Office may handle many of the technical aspects of response to malware, you play an important role in pre-

venting malware, and in responding to incidents of malware, including ransomware.  Because malware can quickly spread throughout a network, it is critical 

that you are familiar with initial response procedures.

Phishing emails and exploiting unpatched operating system or application vulnerabilities remain the most common sources of attacks.  Attacks often also 

follow an unauthorized access, because attackers use the access to perform reconnaissance to find sensitive data and locate backups prior to launching a 

targeted ransomware attack.

Response Procedures

Check with your Security Officer for specific direction, but if you realize or think you’ve fallen victim to a phishing scheme, you’ve clicked a suspicious link or 

web site, or your computer begins to exhibit unusual behavior, etc., the first steps often involve shutting down your workstation and disconnecting it from the 

network before you contact your manager, IT manager, or Security Officer.  This process of isolation and removal helps to slow or halt the spread of malware 

from your station to others on the network.

Some malware piggybacks into a system by using other malware as a tool for deployment.  Therefore, one attack may be followed by another.

Prevention

Be vigilant regarding attachments in emails, links and web sites.  Phishing schemes often mimic trusted sources and sites in a sophisticated manner and may 

also try to get you to disclose login credentials.  If any of your login credentials have been compromised, report immediately to your Security Officer and 

change your password as instructed.

Reporting potential security incidents is critical to preventing malware.  Anytime you are aware of a security incident, promptly report it to the appropriate 

person, so that follow-up can be performed.  This can mean the difference in preventing a full-scale attack after an intrusion has occurred.
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