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Technical Safeguards

What are technical safeguards?  Technical safeguards are defined in the Security Rule as “the technology and the policy and procedures for its use that 

protect electronic protected health information (EPHI) and control access to it.”  There are no specific technologies required, but providers must meet several 

security standards using whichever tools and systems are reasonable and appropriate.

Why are they important? As more of the medical field implements electronic records systems and other healthcare technologies, PHI grows more vulnera-

ble to internal and external threats. Technical safeguards reduce internal and external risks to ePHI.

How are technical safeguards used in my practice?

• Unique user logins– You have been assigned a unique login to your EHR/practice management, and your access level granted is relevant to your job func-

tions.  Because these unique logins help track activity in your EHR, it is crucial that you never share username or password information or access the EHR 

under another user’s credentials.  Your access to the EHR will be removed at the end of your employment.  

• Emergency access procedure– Your practice will have a plan in place to access EPHI in the event of an emergency, such as a power outage/server failure/

internet failure.  This could include things such as a backup generator, backup internet or WIFI hotspots, or tablets that would still have access to a cloud-

based EHR system. 

• Automatic logoff– Your Security Office may have configured a feature that automatically logs inactive users out of an EHR session after a period of idle 

time.  There is no single recommended time frame, but it is set to an appropriate amount of time to reduce the risk of unauthorized access to EPHI.  You 

are also expected to manually log out when leaving your workstation.  

• Encryption– Another tool used to protect EPHI is encryption, a process that converts EPHI into code that can only be decrypted by a user who has the correct 

password or decryption key.  Portable media containing EPHI should be encrypted to prevent a data breach in the event that the media is lost or stolen. 

• Audits– Practices must also have procedures in place to monitor activity on their EHR system and other information systems.  Your Security Officer will 

conduct regular audits help ensure that you are accessing and using EPHI appropriately.

• Authentication– Several methods can be used to verify your identity.  Most practices use passwords or PINs to access EPHI, but additional methods may 

also be in place, such as a smart card or a biometric fingerprint reader, both of which decrease the chance that EPHI will be accessed by an unauthorized 

party.
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