
Compliance Notes
Date Posted/Provided:  

Password Management

Password management is a specification within HIPAA’s Security Rule that requires you to safeguard your login information to all systems containing electron-

ic protected health information (EPHI). You must also follow the practice’s policies and procedures for periodically changing your password, and for password 

length and complexity.

It is a security violation to share your login credentials with anyone, even if that person is an authorized user of the information system. Any work performed 

under your login will be attributed to you, and there is no way for the system to differentiate between work done by you and work done by another person 

with your login information. Therefore, you are responsible for any work performed under your user name including errors, negligence and malicious acts. If 

you suspect that your credentials have been compromised, you must report this to the practice’s Security Officer immediately.

If your practice has workstations that are used by multiple persons during a work shift, each person should log off when leaving a workstation. An automatic 

logoff feature may also be in place after a period of inactivity, in case a user forgets to log off manually.

The following are several guidelines for password selection and management:

• Do not use personal information that might be easy to guess. Avoid using phone numbers, social security numbers, birthdates, or a password that is the 

same as your User ID, account name, or login. Never use “password” as a password.

• Consider including punctuation, symbols, and numbers to increase security. Your software and/or an internal policy may dictate password complexity.

• If you must write down your password, store it in a discreet location and dispose of the note when you’ve committed the password to memory.

• Do not store or save passwords in a program, even if the program or browser allows you to do so.

• The password used for each program or system should be different. This is to mitigate the risk to EPHI in the event that a password is compromised.

• Change passwords according to the schedule set by your software or your practice’s policies. Your practice’s information system may automatically require 

this. The more sensitive the information, the more frequent the changes should be.  Your Security Officer will determine the appropriate frequency.

You will be subject to sanctions if you commit a security violation related to password management. Violations include sharing passwords or other credentials, 

using someone else’s credentials, failing to properly safeguard your information, or failing to change your password at the required intervals. Contact your 

practice’s Security Officer if you have questions on any specifics related to these items.
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