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Security Incidents

Despite good policies, procedures and training, security incidents will occur in any practice.  It is important for you to understand 

what constitutes a security incident, along with reporting procedures, corrective action and sanctions.

HIPAA’s Security Rule (45 CFR 164.304) defines a security incident as “the attempted or successful unauthorized access, use, disclo-

sure, modification, or destruction of information or interference with system operations in an information system.”

Following are some examples of security incidents.  This is not an exhaustive list.  If you need more information about security 

incident examples, see your supervisor or Security Officer.

It shall be a security incident if a workforce member:

• intentionally, or through neglect, fails to follow the security policies and procedures implemented by the practice.

• fails to complete required annual security training that is provided.

• shares his/her password with another workforce member or an individual/entity outside of the practice.

• uses the password of another workforce member.

• has knowledge of any misuse of access IDs and passwords and fails to report such incidents.

• intentionally, or through neglect, improperly accesses EPHI that is not required for the performance of his/her assigned duties.

• attempts or is successful in the unauthorized modification or destruction of EPHI.

• intentionally causes a modification, interference, or destruction of the practice’s information system or the EPHI it contains.

• uses unauthorized electronic media in the practice’s information system (i.e., CDs, disks, unauthorized software, or malicious 

software).

It is your responsibility to report any security incidents which you observe or commit.  Once a security incident is identified or 

reported, your practice must document the incident, investigate it, take corrective actions to mitigate harmful effects, and apply 

sanctions as appropriate.

Corrective actions can include retraining of workforce members, modifying the way a certain task is performed to reduce risk, 

implementation of other safeguards, etc.  It is important for you to follow and implement any corrective actions that are identified 

after a security incident.

 

Sanctions are determined by evaluating the severity of the incident, the intent of the workforce member, actual damage that oc-

curred to the affected patient(s), and other factors. Sanctions must be applied to any workforce member who is responsible for 

a security incident, including management personnel, officers and providers. Sanctions can range from a verbal reprimand and 

retraining, to termination and possible legal action in the most severe instances. 

Please address any questions regarding security incidents, reporting, corrective action and sanctions with your supervisor or 

Security Officer.

Compliance Notes


