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Protection from Malicious Software

It seems every day brings a new report of a network being ravaged by ransomware.  Because of the threat malware poses to infor-

mation systems, HIPAA’s Security Rule has requirements to train staff on their role in protecting their computer, and the network 

from malware intrusion.  The remainder of this article will serve to remind workforce members about ways to prevent malicious 

software from infiltrating and affecting systems.

Emails

Email attachments commonly introduce malware into computer systems.  You should not open email attachments that come from 

an unknown sender.  Even if an email comes from someone you know, if you were not expecting an attachment, you should con-

tact the sender first before opening it.  Hackers often take over a person’s email account and send out malware from the address.  If 

you click an email attachment and then realize it may have contained malicious software, report the issue IMMEDIATELY to your 

Security Officer.

Web Sites

Caution must also be used when visiting web sites, because a seemingly innocuous site can download malware or adware in the 

background.  Some workplaces install web filtering software to limit the sites that can be visited, in order to limit the risk for this 

type of malware.  Be aware that your workplace may have a policy that allows you to visit only web sites necessary for the perfor-

mance of your duties.  Even if you are permitted to visit personal web sites during break times, you should still utilize caution in 

the sites you visit and links you click.

Outside Media

You may not bring in any outside media from home without approval by your Security Officer.  This includes flash drives, remov-

able hard drives, CDs, etc., because such items can harbor malware and introduce it to your practice’s network.  Such devices, if 

allowed at all, will be scanned prior to connecting to your computer/network.  Never connect a device from home (including a cell 

phone) to your computer/network without prior approval and scanning.

Prompt Reporting

If your computer begins to act strangely, slowly, or displays any unusual messages, errors or warnings, shut it down, disconnect it 

from the network, and report immediately to your Security Officer for investigation.  This action can help to prevent the spread of 

malware if it has infected your workstation.

Updates

Although your IT department may handle security patches/software updates, you should contact your IT department or Security 

Officer if your computer notifies you that an update is available.  Security patches and updates can help to prevent malware attacks.
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