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Workstation Use and Security

HIPAA’s Security Rule has two standards that specifically address workstations:

• Workstation Use – Paragraph 164.310 (b) requires policies and procedures that identify the proper functions and how they 

will be performed, along with the physical attributes surrounding a workstation.

• Workstation Security – Paragraph 164.310 (c) addresses physical safeguards for how workstations are to be protected from 

unauthorized users. 

Workstations are defined as “an electronic computing device, for example, a laptop or desktop computer, or any other device that 

performs similar functions, and electronic media stored in its immediate environment.”  This would include tablets, smartphones, 

or any other portable devices that store EPHI.

Your practice is required to identify the proper functions to be performed by electronic computing devices.  Inappropriate use of 

workstations can expose your practice to risks such as virus attacks, compromise of information systems, and breaches of confi-

dentiality.  Workstations should only be used for business purposes.  Check with your Security Officer to identify acceptable uses 

for workstations in your practice.  This information may have been included as part of your new hire/onboarding process.  You 

may have also viewed or signed an acceptable use policy.

Off-Site Use

Workstation use and security policies apply even if you work from home, in satellite offices, or in another facility.  At a minimum, all 

safeguards required for office workstations must be applied to workstations located off site, if they are used to access or store EPHI.

Workstation Use and Security Safeguards

• Logoff before leaving a workstation for an extended period of time.

• Use and continually update antivirus software.  

Note:   Notify your supervisor, Security Officer or IT department if you see a notification on your workstation informing you 

that an update is available, or that a virus or other malware has been detected.

• Prohibit use of outside media (downloads, disks, software, flash drives, etc.), unless management approval is granted.

• Ensure that the location and placement of computer screens allows viewing only by authorized individuals.  If workstations 

are located in areas where they could be viewed by unauthorized persons, side shields or blur screens can be used.

• Use password protected screen savers and/or automatic logoff in areas where devices might be left unattended.

• Establish limited access areas to prevent access to workstations by unauthorized personnel.

• Establish a system to track workstations/devices that are moved to other locations/used at home, etc.  Portable devices that 

store EPHI and leave the practice should be encrypted.

Compliance Notes


