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Social Networking

Practices often want to have a presence on social media platforms such as Twitter, Facebook, and LinkedIn in order to connect with existing patients and to 

introduce their providers and services to the general public.  However, the privacy of patient information must always be considered when posting on such 

platforms, even in response to patient inquiries. 

If a patient were to begin communicating questions or problems about his/her healthcare on your practice’s Facebook page, for example, it will be posted 

publicly for anyone who has access to your Facebook page to read.  At this point, your practice has not violated HIPAA confidentiality requirements, because 

the patient can post whatever information he/she wishes to disclose.  However, if you respond to the patient and include any protected health information, 

you would be in violation of HIPAA regulations.

Disclosure of or sharing any patient information over an unsecured communication network is a violation of Security Rule requirements.  Disclosure of patient 

information to persons or entities not authorized by the patient is also a violation of Privacy Rule requirements.

Workforce members should NEVER discuss patient health information on public social media pages/forums, even in response to a patient inquiry.  Check with 

your practice’s Compliance Officer to find out how to respond via private channels to a patient that makes an inquiry about his/her health information through 

social media or other public means. The Privacy Rule permits healthcare providers to discuss patient information with other providers outside of the practice 

for treatment purposes, but even then the disclosure of any identifiers of a particular patient is usually unnecessary.

A practice is responsible for implementation of policies and procedures that will safeguard PHI as required by the Privacy and Security Rules.  Additionally, a 

practice is responsible for ensuring compliance with policies and procedures by its workforce.

Most healthcare employers require workforce members to sign a confidentiality agreement that explains the responsibility of each member to safeguard the 

privacy and security of patient information through compliance with established policies and procedures.  Such an agreement documents expectations of the 

practice and an understanding by the employee of the requirements (indicated by the employee’s signature).  Included with many confidentiality agreements 

is an acceptable use policy for computers/the Internet, etc. Whether or not social networking is specifically addressed in the agreement, it will certainly fall 

within the general scope of protecting patient information.
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