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Physical Safeguards

The Security Rule defines physical safeguards as “physical measures, policies, and procedures to protect a covered entity’s electronic information systems and 

related buildings and equipment, from natural and environmental hazards, and unauthorized intrusion.”  The Privacy Rule also refers to physical safeguards: 

“individually identifiable health information should be protected with reasonable administrative, technical, and physical safeguards to ensure its confidentiality, 

integrity, and availability and to prevent unauthorized or inappropriate access, use, or disclosure.” 

Visitors

Vendors or other visitors that enter the practice should not be left alone in areas in which PHI could be viewed.  Also ensure that patient charts, printouts, com-

puter screens etc., containing PHI are not placed within easy view.  It is common practice to escort visitors, rather than let them walk through the practice to get 

to their destinations.  Check with your supervisor or HIPAA Officer for your practice’s procedures on visitor access.

Facility Access

You are responsible to safeguard your physical means of access to the practice.  If a means of physical entry is lost or stolen, report it immediately.  If you forget 

an access code, contact your supervisor or HIPAA Officer.  Do not share your means of access with others, even someone who might be authorized to enter the 

building, or you could be subject to disciplinary action.

Common Physical Safeguards

• Ideally, workstations used to access confidential information should be located only in controlled areas (i.e., business areas of the practice).  If there are 

workstations in general access areas of the practice, other controls should be utilized.  This could include the use of side shields or blur screens to shield 

monitors from others’ view.  Manual logoff or screen locking of stations that are in public areas, exam rooms or operatories is also a common procedure.

• Documents that need to be securely shredded should be kept in a locked cabinet, container or room.  If users have shred bins at their desks, these bins 

should be emptied at the end of EVERY work shift into a secure cabinet, container or room.

• If possible, paper charts/records that contain PHI should be stored in a room or cabinet that can be locked.  Although locked cabinets/rooms for paper charts 

are not specifically required within the HIPAA Rules, this is one method of reducing the risk of improper access.
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