
Compliance Notes
Date Posted/Provided:  

Login Monitoring

HIPAA’s Security Rule requires that your employer provide periodic security reminders to you.  Even though you may have learned about login monitoring 

in the past, this reminder helps you to keep important items in the top of mind to prevent problems with the security of your patients’ electronic protected 

health information (EPHI).

Login failures can be caused by technical or network problems, errors made while entering your user name and/or password, or actions by an unauthorized 

individual trying to gain access using your login credentials.  Unusual behavior, errors and the like may also be caused by malware that has infiltrated your 

system.  

Often, an attacker will enter multiple combinations of user names and/or passwords, in an attempt to access an information system.  Fortunately, many in-

formation systems can be set to identify multiple unsuccessful attempts to login. Other systems might record the attempts in a log or audit trail.  Still others 

might require resetting of a password after a specified number of unsuccessful login attempts.  While it may be annoying to get locked out when entering the 

wrong credentials multiple times, it protects your system from access by unauthorized users.

Employee Responsibilities for Login Monitoring

• Observe your workstation during the login process, and record any errors, warnings or unusual behavior.

• Contact IT or your Security Officer before proceeding beyond alerts or unusual messages/behavior.  This may help prevent more serious problems from 

spreading within the network.

• If you feel something is wrong, and malware may be the source, shut down your workstation immediately and disconnect it from the network until you 

can obtain further instruction.

Your IT manager/Security Officer holds a responsibility to prevent compromise or damage to patient information by preventing malware attacks whenever 

possible and limiting their spread.  You play a role in this as well.  It is important to contact your supervisor/Security Officer/IT professional any time you be-

come aware of something unusual or unexpected.
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