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Phishing

Phishing is a type of cyber-attack that impersonates a trust-worthy source, and sends an email to try to trick recipients into divulging sensitive information or 

click links or attachments that contain malicious software.  Often, these email messages include logos and other images that look exactly like those sent by a 

trusted source, and include a link that once clicked, directs the individual to a site impersonating a real web site (banking, government agency, etc.).  Spear 

phishing targets an individual user or type of user within an organization by impersonating the individual’s supervisor and then directing the individual to a 

malicious web site.  Awareness is critical to help you avoid falling victim to phishing attacks.  The following tips will help you stay vigilant.

Be wary of unsolicited third-party messages seeking information.  If you are suspicious of an unsolicited message, call the business or person that sent the 

message to verify that the request is legitimate.  Sometimes an email message appears to be from a trusted source (such as your bank or another vendor), 

but when you click the email address, it doesn’t have the correct domain (e.g. the email address is info@blastcenter.biz instead of the correct company do-

main that you were expecting info@communitytrustbank.com).

Be wary of messages containing links or attachments even from recognized sources.  They could be sent from hacked accounts used to send phishing mes-

sages.  If the message is odd, or contains an unexpected attachment, do not click or open anything.  

Be wary of clicking on links or downloading attachments from unsolicited messages.  Phishing messages could include links directing you to malicious web 

sites or attachments that execute malicious software when opened. 

Be wary of even official looking messages and links.  Phishing messages may direct you to fake web sites mimicking real websites using web site names that 

appear to be official, but which may contain intentional typos to trick individuals.  For example, a phishing attack may direct someone to a fake website that 

uses 1’s (ones) instead of l’s (i.e., a11phishes vs. allphishes). 

Use multi-factor authentication, if appropriate/available. Multi-factor authentication reduces the possibility that someone can hack into your account using only 

your password. 

Keep anti-malware software and system patches up to date if you are responsible for installing patches.  This may be handled by your Security Officer or IT.

Back up your data. In the event that malicious software, such as ransomware, does get installed on your computer, you will need a backup copy of your data.

If you think you’ve fallen victim to a phishing attack, shut down your workstation immediately and disconnect it from the network first, then immediately report 

the incident to the proper individual.  Also ask for clarification if you are unsure of your responsibilities or steps to take.
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